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2 Factor Authentication

tifactor authentication) protects your account
IN process.

INg your password to get into your account.
other source as well as the password.
not possible. Options include

s, Google Authenticator or Microsoft Authenticator.

by automated services like your IMAP client on
secured password.

to set up 2FA using either method.
to see the password changes for email clients.



on your domain
e settings.

here users have a
or all users) for your

forced on your
-3001 or



mailto:info@chroma-marketing.com

Login to your account at https.//wm.gds.us.

Click Settings

Under Two-Step Authentication, click Enable

Account

Profile

Calendar Settings
Connectivity
Content Filtering
Events

Mailing Lists

Sharing

-00) Eastern Time (US & Canada)

Reply i
Jane(@chrol

ma-marketing.com

Webmail
Theme
Light

Delete Eme o

Move To Deleted Items Folder

;\rlal

Two-Step Authentication

our account with two-step authentication!

Forwarding




C H O OS E M ET H O D Two-Step Authentication ?

Email clients or applications that use your account will be
disconnected until you reconnect those accounts using the

Choose if you want to use new Appicaton Passwords
an Authenticator App or — -
Recovery Email Address Recoveny Emel Addres
Authenticator App
NOTE: A recovery email is neohroma-marketing com
required either way.

Click Next Cance




AU T H E N Tl CATO R A P P Two-Step Authentication ?

Using an authenticator app, such as Google Authenticator, scan
the OR code below, and provide the 6-digit verification code.

Open the app on your phone and
scan the QR code.

The app provides a 6 digit code
that you must enter.

The code changes every 30
seconds so make sure you have
time to enter it and hit Check
pbefore the code changes.

Cancel

N



R ECOV E RY E M Al I_ Two-Step Authentication ?

Email clients or applications that use your account will be
disconnected until you reconnect those accounts using the
new Application Passwords.

e Enter the email address L
t\X/ i C e Recovery Email Address

Wuthenticator App

e GO to that email account S

jane@;chmma—marketing.cnm

and copy the verification
C O d e jane@chroma-marketing.com

Cancel

It should come within a few minutes.
If not, check your junk folder.

)



RECOVERY EMAIL

« Paste the verification code into
the box and click Check

 |f you don't receive the emaill,
please check your junk mail. The
sending address is
noreply@yourdomain.com.
(Where yourdomain.com is your
actual domain name.)

Two-Step Authentication

A verification code was sent to the recovery email address.
Flease provide the 6-digit code.

Verification Code =

This field is refyuired.

Cancel




USING 2FA IN WEBMAIL

Every time you log into Webmail

» When you log in to webmail, you'll be
asked for a verification code.

» Check your Authenticator App or
your Recovery Email for the code.

e |f you click Remember Me, it won't
ask every time - just when you get
log in.

Welcome to SmarterMail

Email Address =
jane@cmewebsites.com ﬁ

Verification Code _
Trouble with the code?

B Remember Me

A verification code was sent to the recovery email address.
Please provide the 6-digit code.

Forgot your password?




USING 2FA IN O
"HONE OR OTH

» You'll need to go to any IMAF

TLOOK
R EMAIL CLIENT

11 C

I oL have sctup and When you set up 2FA, the password
change the password to the used by Outlook, Phone, (or other
2FA password. email client automatically changes.

» Under Settings and Two-Step
Authentication, click the -
eyeball icon next to
IMAP/POP/SMTP and you'll
see the password.

» Copy that password and
paste it into Outlook or type it
iInto your phone settings.

ﬁmziiﬁﬁalllﬁ&ﬁ@

"t\



USING 2FA IN O
"HONE OR OTH

« NOTE: Even though the

TLOOK
R EMAIL CLIENT

11 C

s vord) sy When you set up 2FA, the password
Microsoft Outlook, do not use used by Outlook, Phone, (or other
this. email client automatically changes.

* You are set up with IMAP
(even in Outlook) so use that -
first password.

ﬁmziiﬁﬁalllﬁ&ﬁ@
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